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Microsoft 365 AdvHunting Email =& 5! URLEFEEET (B5)

EmailEvents ® BB D X —ILNURLHEFE ZE5T - LR—FLE T,

Microsoft 365 AdvHunting Email 3= 5 URLAFEEET (F5RE5))

EmailEvents O EEBI D X —LINURLEFS #EET - LR— ML E T,

Microsoft 365 AdvHunting Email ={E%& 5,/ 7T 7 7 A4 L& (B5)

EmailEvents D BRI DT 7 7 A W EEst - LIR—FLET,

Microsoft 365 AdvHunting Email 3£ 5741 7 7 1 JLEEER ST (FFRI50)

EmailEvents OEFEBIORT 7 7 A W EEET - LR—FLET,

Microsoft 365 AdvHunting Email =& 5/ 7F T 7 7 1 L&t (H5))

EmailAttachmentinfo ® BRIDRG 7 7 A W ZEET - LR—FLE T,

Microsoft 365 AdvHunting Email S£5& 31,/ 75T 7 7 1 L& HEEEEET (BERIB)

EmailAttachmentinfo O EFERIORA 7 7 A W Z EET - LR— ML E T,
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LN

<EFZOs>

HREREMFE: | Microsoft 365 2 O

#E: || Microsoft 365 METOTFIFEFr2td&kLIT.

LE S AN kRER

hSLEsbTH A

2022-12-07 150512 kato@infoscience .com Microsoft 365 hMicrozoft Teams QR 2AMEN Microsoft Teams

2022-12-27 150455 kato@infoscisnce.com Microsoft 365 Microsoft Tearms oA=& 7 ) Microsoft Teams

2022-12-27 150147 kato@infoscisnce.com Microsoft 365 Microsoft Tearms Teams ~DI —H =D 100.10.0.1 MicrosoftTeams

2025-12-27 150003 salto@infoscience com Microsoft 365 Azure Active Directory [15 1~ 2E By 100.10.0.1 AzuresctiveDirectoryStel ogom
2025-15-07 142527 kato@inioscience corm Microsoft 365 Azure Active Directory 15 R 100.10.0.1 AroredctiveDirectorySteLogon
2022-12-27 142920 kato@infoscience.com Microsoft 365 ShareFoint ListVizwed 100.10.0.1 SharePaintListOperation
O020-12-07 1420:20 kato@infossience.com Microsoft 265 SharePoint Il FHER 100.10.0.1 SharePaintFileOperation

G022-12-27 14:28117

kato@infoscience . com

Microsaft 365 SnarePaint

SharePaint 2 )l —F D —tF —F 73 4L —Z BN

10010151832

ShareF’ointSha‘r‘ngOperat ion

2022-12-07 14:25:15  kato@infozcience.com Microsoft 265 Micr:asoft Tearns A —MaBAn MichsoftTean;s
2002-12-27 14:2004  app@sharepoint Microsoft 365 SharePaint DllA —DERE 1001015192 SharePointFileOperation
2020-12-07 142904 app@zharepoint Microsott 365 SharePoint T#llA —DIEE 100.10.15.192 SharePointFileOperation

2022-12-27 14:29:03

kato@infoscience.com

Microsoft 365 SharePoint

SharePoint & )l —F D= —F T35 )L —F B0

1001015192

ShareF'DintSha-r-ithperation

E0Z22-12-27 142903

kato@infoscience.com

Microsoft 365 ShareFoint

SharePoint & )l —F D2 = —F Fl3 5 )L —FDaEh

1001015192

SharePointShar ingOperation

2022-12-27 1428001

kato@infoscience.com

Microsott 365 ShareFPoint

HEF) L —-DER

1001015192

SharePoint

A022-12-27 1422000

kato@infoscience.com

Microsoft 365 SharePoint

Bt Al DL EIREDEN

1001015192

EharePointShar ingOperation

A022-12-27 1422000

kato@infoscience.com

Microsoft 365 ShareFoint

Bk Al DL EIRE ORI

1001015192

SharePointShar ingOperation

2022-12-27 1425000

kato@infoscience.com

Microsoft 365 SharePoint

ok Al Dia O

1001015192

SharePoint

2022-12-27 14:20:00 kato@infoscience com Microsaft 365 SrarePaint G —FDAERE 100.10.15.162 SharePoint
2022-12-27 14:20:00 kato@infoscience com Microsoft 365 SharePoint S —FDAERE 1001015162 SharePoint
2022-12-27 14:28:00 kato@infoscience com Microsoft 365 SharePoint S —FMAERE 100.10.15.182 SharePoint

DOPP-12-27 14:25:00

kato@infoscience com

Microsoft 365 SnarePoint

Irdll. DA — I A OEF

10010151592

ShareF'DintSha‘r‘ngOperat ion

EEO/DRIBEEOHEIE. <A 270V 7 MO RF X0k
(https://docs.microsoft.com/ja-jp/microsoft-365/compliance/detailed-properties-in-the-office-365-audit-log?view=0365-worldwide) TZ#ZE L 72 & Ly,
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=5 2

< X+ —ERF (MessageTrace) >

fEER I E: [ Microsoft 365 Awt— 3B H

HE:

ksl | RLE2 1N (hFAEAFYH I

noreplv@ermail teams microsoft.com

noreply@ermail teams microzsoft.com

kato@infoscisnce.com

kato-11@ermailcom

Microsoft Tearms DF —LITBAIEN TLES
Microsoft Teams DF —LITBAIEN TLES

Delivered

Delivered

Rezaolwed
Failed

100109244

10010225 24

rdll

17697
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A

< Ayt—IEH - X v t—EHFH (MessageTrace, MessageTraceDetail) >

|—095'

“95': Awt—t L— Ay | A 4f51830d-b0d2—41b1-B23-08d39¢ || 384 — 8

| @ FTUT- vy

T — 250 Microsoft 365 Aw— SO -
T =T

L @ 77ur-vay

TR ET

FALE = 2320 Microsoft 365 )i'yt-“)iﬁﬁﬁﬁl -

XytE—Y FL—RIDZAHWT,
HMEBERFEZTHIIEHNTEET,

faREHE: | Miorosoft 365 20— bk L—- 2

HE: | BEOLeE- kL ADIZER D TGRS SRS

LET.

BEkEf | RSN (hShERFH A

1-4iF B & (Z4F)

=i

FE

TE

2022-12-10 10:07:23 Microsoft 365 #uiz —L5BEF Failed  ito@infoscience.com kato@infosclence.com OOFMSFITESH RO BIEEE 1001001 13315

2009-12-10 10:0724 Microsoft 365 otz — B Receive null

rull

hezzaze received by: OSBPROTMB3EEA jprprd1 prod autlook com

2022-12-10 100724 Microsaft 365 Aotz —HBIIEEE Fail rull

rull

Reazon: [{LED=550 100.10.10 RESOLVER ADR RecipisntMotFound;

2022-12-10 100724 Microsaft 365 Ay tz —LABBFEEE Submit  rull

il

The message was submitted

< X vt —YBH (MessageTrace) BRSIER >

Organization, Messageld, MessageTraceld, Received, SenderAddress, RecipientAddress, Subject, Status, ToIP, FromlIP, Size

< X vy—BHEH (MessageTraceDetail) BXSIEE >

Organization, Messageld, MessageTraceld, Date, Event, Action, Detail, Data

M. M8y 7 bED FF 2 X b (https://docs.microsoft.com/ja-jp/exchange/monitoring/trace-an-email-message/message-trace-modern-eac) THe
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51 1

125
120
115
110
105
100
a5
a0
85
80
75
70
G5
&0
5
&0

m

R ]

3
2
2

m o o oo

Microsoft 36500 A7 14 V [EFE T,

Microsoft 365D F IR P AE

Microsoft 365 Azure Active Directory 04 1 > i Z)

h.] 'l

é’ [ ol . GO s
-3'-\ 0\»0»3‘»005»@»3‘\033‘ 000\"50»@00»@03@0-@0
& 6{’ ,E,-{’ PP ISP TSP .-5:'9 P TP ISP

aft

|I ito@infoscience.com M kato@infoscience.com M oohira@infoscience.com M saito@infoscience.com M sasaki-s@infoscience.com|

TIORADPEWT L 2HERTEET,

Microsoft 365 Azure Active Directory O %' 1 5B

21
20
19
18
17
18
15
14
13
12
11
10
Ll
oo e

’0 - s '10'\"1'1 '10'1 '1’0'1 '10'1 '1’0'1 '10"3 '10'1 '1’0"'& w‘i’gw'{d“'lq‘w@w@ww@ Q"{Q"‘i "i'@w
ﬂﬂﬂ@#@&@@@&@@#@@@@@&@@@#@@#@&@@
81t

[ I - ]

W 58f04423-18h1-43ha-8495-T3hBec3bfi3a Wito@infoscience.com M kato@infoscience.com M saito@infoscience.com
W sample@infoscience.com
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LR— k2

HE
iZ:9=]
&R EARS

2023-01-24 13:41:24
2022-12-01 00:00:00 - 2022-12-31 23:59:59

BEEHE  Microsoft 365 Microsoft Teams F— AMPERE. Al

M Copyright © Infoscience Corporation All Rights Reserved.

- = F— LR, HROTIT 4 T ERELET,
ES - = 2
HEgT 1—H-ID Foay F—bB La—-FER LO— RER (YR5EE) 3
| &) Microsoft 365 Microzoft Teams F— L OFERE. Bk F— LOiEst BB DT 7T RELI T, 2022-12-05 17:13:07 kato@infoscience.com F—Lofs  |E2 25 MicrosoftTeams 0
2022-12-05 17:12:2% kato@infoscience.com F—LoERE (| FUE-ILAF—L 25 MicrosoftTeams o
S
BEEME  Microsoft 365 Microsoft Teams F+=JLOAER. HIEE
EEE #E #E FrrLOE. HBOTS7 /7 ERELET.
| &) Microsoft 365 Microsoft Teams ¥+ ) O)fkst. BIBS Fo I miEet, BIBEOTF I ETrRELE T, = S
Mg JI—4-ID Py F—LBE FrzILE L-J-F&ER L-O—FEg (ZATER)
2022-12-27 14:28:56 kato@infoscience.com Fra)LanEm  |[EEF—LA |FEhE 25 MicrosoftTeams
"""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""" 2022-12-05 17:14:11 kato@infoscience.com Fr)LOEM |EE SEFRT 25 MicrosoftTeams
EHES: — 2022-12-05 17:14:00 kato@infoscience.com F ) LEN e =reE 25 MicrosoftTeams
2022-12-05 17:13:49 kato@infoscience.com FralLaoEn |[E2 BrEs 25 MicrosoftTeams
| e m= 2022-12-05 17:13:33 kato@infoscience.com FrrLOEm B2 EE] 25 MicrosoftTeams
- 2022-12-05 17:06:39 kato@infoscience com Frwloge  |BEF-—L  |[AEET 25 MicrosoftTeams.
| E Microzoft 365 Microsoft Teams 00 05— MEEAD. &1k - MGEND. B TS e EeELE T, 2022-12-03 13:41:57 kato@infoscience. com F e LaEliE |Eﬁ§§i"—.{x EEDFEYD |25 MicrosoftTeams.
- . 2022-12-03 11:06:27 kato@infoscience.com 7 LB |Eﬁ§§?—;’; EEOHEYT |25 MicrosoftTeams

BEEMHE  Microsoft 365 Microsoft Teams A >/ {—ai&hl. &l

BE A )(—mighl. BBo7oT« ET 1 ZRELET.

e 3

LT 1-t-1D PRy UPN F-LE | FraLE | LO-FER | LO-FEF (¥
2022-12-27 14:29:15 [kato@infoscience.com | X3/ (—0HEM |kato-dummy@infoscience.com  (BEREF— L |Falmls 25 MicrosoftTeams
2022-12-27 14:28:56 |kate@infoscience.com X2/ (—dHEM |kato@infosdence.com BEREF— L |PEEDEY 25 MicrosoftTeams
2022-12-05 17:13:07 |kate@infosdence.com [X2)(—@EM |kato@infosdence.com =% 25 MicrosoftTeams




LR— k63

eSS

Microsoft 365 OneDrive for Business (A BT AL AFh T ILH- F 7l

#HE:

S5 b B 1% D [ Bin foscience ¥ oot p) RS F X2 ITRE LTCHALY,

fﬁﬂﬁ&%iﬁ (ﬁﬂ%#%iﬁ EHER

HARRHE: E E

022 & |11 A 1 B o B |0 & |0 o

022 & (11 (B |3 B (23 | (58 % (53 |# T
PR E R
BEEETEA N
o
|95': 1-H—ID [ “(HXICBn foscien ce¥ co¥ipl ERER

L g 77us—wau

F U — 2370 Microsoft 365 OneDrive for Business e." -

Foaan =T

vV FEXT

2022-11-02

20211201 OO RHITE &S D HHF doc

A

hayashi@bbb com

kimura@aas.com

maeda@bbb com

miyatad@bbb com
sakata@bbb com

suzukifaas com

O AQAEK doc sakata@bbb com

HABAR doc sakata@bbb com

0 AQAE doc sakata@bbb com

2022-11-06

#HARE doc to@infoscience com| 11

2022-11-03

aiba@f.co jp
fukase®l cojp
futamiBk.co jp

hayashi@bbb .com

kasaharaB@a cojp
kato@b.co ip

kimura@aas com

kiyotadh co jp

kuritaBm.co jp

matumoto®e cojp

A — o I R E pdf

mu todc.cojp

sakaguchi®@jcojp
sakata@bbb com
sakuraifd.co jp

sasakiBg cojp

sasamuraBico ip

segawalicojp

suzukiBaas com

tanaka®a cojp

Slalm]lala]lalalml == =]l=l=]==l=]=]=]|=]=m]|=|=|=]m]=|=]=|=]=

tazaki®@n cojp
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L— i 4

Microsoft 365 Exchange * — L4 X&&t (FFREAD)

a5t 2,000,000
2022-11-21 00 0 1,800,000 r
-11- [
2022-11-21 01 ) 1,800,000 /|
2022-11-21 02 ] /|
1,700,000 .'I |
2022-11-21 03 o [
1,600,000 |
2022-11-21 04 o [
1,500,000 | |
2022-11-21 05 ) {0
2022-11-21 06 0 1.400.000 " ',
2022-11-21 07 0 1,300,000 .' |
|
2022-11-21 08 106098 1200,000 | \
2022-11-21 09 202465 £ 1,100,000 .' 'I .\
2022-11-21 10 1402456 ™ 1,000,000 f '| \
2022-11-21 11 1936284 000000 .' |/ \ //"«.,\
| / \
2022-11-21 12 528064 | |/ "o r
800,000 | |/ {
2022-11-21 13 365476 | | / /\ |
700,000 f |/ \ |
2022-11-21 14 1112114 .' 4 i f
500,000 | n f
2022-11-21 15 £60000 , \ f
'. ,
2022-11-21 16 360000 son.00e f f
| \ II
2022-11-21 17 640000 400,000 | \ |
| \
2022-11-21 18 720000 300,000 | [
2022-11-21 13 660000 200,000 ./i I". .'I
2022-11-21 20 600000 100,000 P [T
2022-11-21 21 6000 N P S R S R A N _ S
2 8§ 8 8 8 8 8 8 §8 8 8 §8 8 8 8 8 8 8 8 8 8 8 8 8
2022711721 22 4000 § 5 § 8 § 8 § 5 8§ 8 ¢ £ § 8 ¥ & & £ F & § L § §
2022-11-21 23 861668 R
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Li— k5l 5

Malware

097M/Casdet'rfn

{"Makware”:[* Antimalware engine”1}

Send to quarantine Anti-malware 1
= Phish {"Phizsh”:[* URL detonation reputation”]} 1" Phizsh”:" Hieh"} Send to quarantine Others 3
Phish, Spam {*Phish”:[" URL detonation reputation”].”Spam”:["General filter”]} I* Phish”:"High”,"Spam”:" Hormal“} Send to quarantine Others 3
Spam {"Spam™:[*General filter”]} {"Spam™:" Normal”} Move to junk mail folder Antispam 2
MSIL/ AeentTesla RDGB!MTB {"Malware”:[" Antimalware eneine” ]} Others = (-)thers !
Send to quarantine Anti-malware 1
097M/CYE-2017-11882 RYGK'MTE {"Malware”:[" Antimalware eneine” ]} Send to quarantine Anti-malware 1
097M/Gasdet!rfn {*Malware”:[" Antimalware engine”]} Send to quarantine Anti-malware 1
~ - R o Others Others 1
Win32/AgentTesla SKAV {"Makware”:[* Antimalware engine”]} 5 5
Send to quarantine Anti—-malware 1
Malware
~ . R o Others Others 2
Win32/Leonem {*Malware”:[* Antimalware engine”]} - -
Send to quarantine Anti—-malware 2
2024-09-10
~ B . B o Others Others 1
Win32/SuspPEhArcEmail A {"Malware”:[" Antimalware engine™ 1} - -
Send to quarantine Anti-malware 1
Win32/Vieorf A {"Malware”-[" Antimalware engine”]} Others = (-)thers !
Send to quarantine Anti-malware 1
Malware. Phish HTML Msphish GB'MTB {" Malware”:[* Antimalware engine”].” Phish”:["URL detonation reputation”]} 1" Phizsh”:" Hieh"} Send to quarantine Anti-malware 1
Malware, Spam ["Malware”™:[*URL detonation reputation”].”Spam”:[*Mixed analysis detection”]} I"Spam”™:" Normal“} Send to quarantine Anti-malware 1
Phish Phish_HTML_MacLer_A {"Phish™:["File detonation™]} {"Phish™:" High"} Send to quarantine Others 2
Phish. Spam Phish_HTML_Dynamicloeo_B {"Phizh”:[*File detonation”]."Spam”:[" Mixed analysis detection”T} {"Phish”:"High”." Spam”:" Mormal“} Send to quarantine Others 1
097M/CVE-2017-11882 RYCK'MTE {*Malware”:[" Antimalware engine”]} Send to quarantine Anti-malware 1
Oth Oth 1
PowerShell/GuLoader RVAIMTE {*Malware”:[" Antimalware engine”]} ers = = ors
Malware Send to quarantine Anti-malware 1
2024-09-11 ~ - R o Others Others 1
Win32/Babatex B {"Makware”:[* Antimalware engine”]} - -
Send to quarantine Anti-malware 1
Phish {*Phish”:[*URL detonation reputation”]} {* Phish”:" High"} Send to quarantine Others 2
Spam {"Spam™-["URL malicious reputation”]} {"Spam™-"Hieh"} Send to quarantine Antispam high—confidence spam 1
. 097M/Gasdet!rfn {*Malware”:[" Antimalware engine”]} Send to quarantine Anti-malware 1
alware
2024-09-12 Win22/Leonem {*Malware”:[" Antimalware engine”]} Send to quarantine Anti-malware 1
Phish {*Phish”:[“ URL detonation reputation”]} {* Phish™:" High“} Send to quarantine Others 1
097M/CVE-2017-11882 RYCK'MTE {*Malware”:[" Antimalware engine”]} Send to quarantine Anti-malware 2
Oth Oth 1
Script/Malgent! MSR {*Malware”:[" Antimalware engine”]} ers = = ors
Malware Send to quarantine Anti-malware 1
2024-09-13
~ . R o Others Others 1
Win32/Babatex B {"Malware”:[* Antimalware engine”]1} - .
Send to quarantine Anti-malware 1
Phish {*Phish”:[*URL detonation reputation”]} {* Phish”:" High"} Send to quarantine Others 1
fEast 45
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Microsoft 365 AdvHunting Email 3£/ 5l URL4-#EET (BHI)
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360
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220
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URL¥:

20

il

S e S @‘@"’a@"’@ pLg @‘@’F@‘Q@f“ﬁ@"’

S
::P’ @' c?’ @V@'wn@wn@w@w@

r\

oy o

L PN P Y P P P P P PN Y P L PN P L -
SIS TSI E SIS TSI IS TSI TS F TS

e

B8

B kasai@info.cojp W kasai@infoscience2.com M kawai@infoscience2.com B microsoft-noreply@microsoft.com

B microsoftsecurity@notifications.microsoft.com B ms-noreply@microsoft.com B mssecurity-noreply@microsoft.com B nomura@info.co jp

Enomura@infoscience2.com M noreply@emailteams.microsoft.com & o36Eme@microsoft.com & office365reports@microsoft.com
soshogoh@microsoft.com & suppont@mail. support.microsoft.com & tanabe@info.cojp ™ tanabe@infoscience.com
yotakeuchi@microsoft.com
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03-5427-3503 info@logstorage.com

et KB - A—LTFLR- - BEFES%

[Z=fH] ¥ B 9:00~17:30 ZERADL, BEALADEEEL

HHHDF—LR—THERBEK - BEVEDLELNTEEXT,
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